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WHERYEIake a paymentiddiiE e MaViOERRCURYE

ol onnectllauthenticateRElls a

or credential.

Today, | argue that mechanisms have
Wolg 'Clo Mg e e a limiting factor for distributed and
decentralized systems}
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SiElgReeligElass automate execution, but they do not
remove the need to manage authority.
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Proof of Possession[ee]nte AWV a AW 1B Kale)WVy
attacks!

The has continuously tried to [galisf=EixshaalEay, but

has never solved the problem at a structural level.

Is blockchain just a better mitigation or an actual structural

solution?
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Examples of Possession-Based Authority: Known Attack Patterns

Traditional Systems

o (SIS APEINNY: valid credentials, wrong intent
o |GLCHIEELEREVALIEE: stolen or misapplied authority
LI Over-scoped permissionsElijlglo] gIaVASN (e X dl={a EIR Tl =la]

DeFi Systems

o NIEYEREIMEE: approvals reused outside intent

o [N eles: unintended authority propagation via contract composition
Q- |25h-loan governance attacksE O EINAs S (Rl L8

o [N et authority equals token ownership

{

WIRVESSigElailela: control by transient possession
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Proof of Possessionii eIk

OB NANEROEIWEYstructural limitation for distributed

and decentralized systemsf
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A Simple Delegated Payment

Let’s start with something everyone understands:
delegated payment!

PVTAWYELRER¥eY DUy a pair of shoes and delegates the

execution to an autonomous systemf

BUY SHOES
Budget: 50 euro

AUTONOMOUS
SYSTEM MARKETPLACE
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A Simple Delegated Payment

BUY SHOES BUY SHOES
Budget: 50 euro Budget: 50 euro

AUTONOMOUS AUTONOMOUS
SYSTEM SYSTEM

Reality is more complex aEfERWEEsequential flow
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A Simple (Confused) Delegated Payment

BUY SHOES AUTONOMOUS
Budget: 50 euro SYSTEM
AUTONOMOUS
SYSTEM
need shoes size 40

BUY SHOES
Budget: 60 euro

| need shoes size 40

BUY SHOES
Budget: 60 euro
AUTONOMOUS

need shoes, size 4

CAROL Shoes size 40, price 60 euro
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\ Confused Deputy Problem

IR ot 2 new bug]
IR SN ISR X R ] Confused Deputy problem§

first described in §&s3s, and still unsolved.
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Confused Deputy Problem

Al agentsEILS these problems SReIER.

Al AGENT Al AGENT

Al AGENT

Al AGENT

,and don’'t know who
will physically operate, while it ElasgElielalelagle 8L} on my behalf?
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RIEpeIgIbuilding complex decentralized systemsRWSnlIN:
nggdunderstand how authority worksh


#
#
#
#

JOURNEY

The journey starts with a simple \
guestion

What if possession is not a security primitive, but the problem
itself?



The Ontological Shift Begins Here

Ii[S)iourney started with a simple question

we keep fixing problems caused by possession-based

e glaA 8\ hat if possession itself is the structural flaw?

lhEJunresolved Confused Deputyjalge]l B EE el lE
evidencel

So this is what we need to solve.
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The Research

Iy research led to the understanding that authority is a continuous
systemBIaRa e XSG a4 xecutor operates under the authority of the

initiator}

LG EY ST WAl el B e primitive: Proof of Continuityp

To understand this, we can observe how humans already operate

with authority at a social level.
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\ Authority & Supply Chain
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The Same Loan Request, Different Authority

&

Stranger with ID

A stranger asks to borrow my assets, showing an ID card.

e (5 |

Stranger with bank guarantee
A stranger asks to borrow my assets, backed by a bank guarantee.

$

Close family member
Someone close to me asks me to give my assets to save their life.
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Based on these examples, it should be clear that we can construct an
authority modelfigh%Walldalrelationships are more fundamental than

possession}

Authority is a continuous systemi=Eld kD eIt di [V oI ] o] (SR Ho)
prove continuity through a [dgelelRe]{®elaidlalsTIaY,.

Continuity is established through relationships, hence, a
rCIEeIa alle, not through possession.

ISl igele Sl e ontology of authorityRiJgnEUNAJ !
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The Authority Model

Authoritylulele [ ELE

Each stepfeElike il V& aa ViYL bset of the
original authority!

Authority is monotoniciiXeEsKe]l\Ae (e g=F =

never expand.
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The Authority Model

Under this model, [dEgElElREE are not mitigated.

llils4become non-formulablel

Gallo, N. (2025). Authority Propagation Models: PoP vs PoC and the Confused Deputy Problem.
Zenodo. https://doi.org/10.5281/zenodo.17833000
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WhhEllidea stops being theoryglglelstarts matching reality Mg« saf=#]s
e |G B o Se il eserves to be shared

Role: Executor
Has public key: true
Has private key: true
=~ Created PCA_® (396 bytes)
= Forwarding to Archive
T SOVEREIGN-ARCHIVE
DID: did:web:archive.sovereign.example
Issuer: did:web:trustplane.sovereign.example
Role: Executor
Has public key: true
Has private key: true
~ Recelved PCA hop=@ ops=[“*read:/user/**, “write:/user/**]
= Created PoC (5773 bytes)
~ Recelved new PCA (685 bytes)
- Forwarding to Storage
T SOVEREIGN-STORAGE
DID: did:web:storage.sovereign.example
Issuer: did:web:trustplane.sovereign.example
Role: Executor
Has public key: true
Has private key: true
~ Recelved PCA hop=1 ops=["read:/user/**, “write:/user/*"]
= Created PoC (6062 bytes) - final hop
¥ Written: /user/output_1766958550510.txt
~ Recelved: /user/output_1766958558510.txt
=~ Recelved: /user/output_1766958550510.txt

W 20 chain(s) sequential

Chains executed: 20

Hops per chain: 2

Total hops: 40

® Total time: 4.67 ms
@ Per chain: 233.61 us
® Per hop: 116.80 us
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Provenance

The causal chain is always traceable
and auditable. From Origin to end,
unbroken. If it breaks, it stops.

N
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Identity

The origin identity is immutable. It
generates authority. It cannot change
throughout the chain.

Provenance Identity Continuity (PIC) Model

B
M g

- b

Continuity

Continuity is proven at every step.
Proof of Continuity replaces Proof of
Possession. Authority can only shrink.
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A payment example with PIC

A
BANK ACCOUNT
|

GOVERI}IEMENT

ISSUE AN ID CARD y
! IDENTIFICATION
& ACCOUNT CREATION

|
Y & DEPOSIT
’

2=

IDENTITY
(CITIZEN)

PAYMENT INSTRUMENT

A
BANK ACCOUNT
|

PAYMENT F‘Q

INSTRUMENT

| PAYMENT
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! MARKET
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PROOF
OF CONTINUITY

Al AGENT

A
BANK ACCOUNT

PROOF
OF CONTINUITY
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If banks execute on blockchain with PIC

Assume a realistic scenario:

Banks:

L ITNCYD (ockchaingERettlement layer
' Il etain backend systems Elglelregulatory compliance

PIC:

[ Ilcarantees authorityRee]ald[alliaYA=Tsleloccountabilit

e enables secure execution without parasitic MEV
Result:

faster payments

lower costs

clear responsibility

no unnecessary intermediaries
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IR ENRI Y EBIRXelsl blockchain with PIC, most retail DeFi use cases lose

their advantagel

What survives is only with a structural reason to exist: [SJSgIISSeIgl(Es

access, global neutrality, and autonomous agents}

PIC does not replace DeFi—it filters it, removing speculative layers and

exposing real infrastructure value,
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One possible outcome...

Bitcoin vs Ethereum under Institutional Execution

o [Nt igelnn R Igela"A| t s Value proposition is monetary and largely

independent from execution quality.

CIE thereum benefits from better execution JERAYEIVERAN VS Glat o]y

becomes safer, more accountable, and institution-ready.

'3 \Vith PIC, Ethereum evolves into institutional infrastructure. [<dijile]a!

quality improves — trust increases — real adoption — value is captured at
the base layer.
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By now, it should be clear that authority is foundational.

It is not a side effect of execution, nor the same as possession.

Changing how we understand authority changes what systems we can
build.

Clear boundaries—what belongs on-chain, inside transactions, and
outside both—are essential.

Only with this clarity can distributed systems, Al agents, and DeFireach
real-world adoption.
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What contract law discovered socially, PIC captures structurally,

Three actors:

° A = debtor
° B = creditor
° C = guarantor

The guarantor doesn't replace A—they bind themselves to cover if A defaults.
PIC representation:

ops_0 (A — obligation X owed to B) — ops_1 (C guarantees X to B if condition Y)
Key properties:

Immutable origin — obligation starts from A

Causal continuity — C's commitment ties to the same obligation
Monotonicity — no new control rights, only additional liable parties
Non-fusion — C cannot alter the original obligation

The guarantor attaches to an existing chain with a liability clause—no new authority created.
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C£ =) NOt a pO“Cy JOIN THE PIC SLACK CHANNEL
’ l Not a Token.
INgONntological Shift

PIC Proven Mathematically.

WWW.pic-protocol.org

Thank you!
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