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Motivation
Cryptocurrency exchanges 
are Trusted Third Parties

Intermediaries!

Meiklejohn, Sarah, et al. "A fistful of bitcoins: characterizing payments among men with no names." Proceedings of the 2013 conference on Internet measurement conference. 2013



Motivation
Cryptocurrency exchanges

● centralised only
● malicious behaviour

○ goal of attracting more customers
○ matchmaking vs market maker
○ private data not just value
○ mimicry, price spoofing, …, wash trading



Guide casual users
Exchange choice is often reputation based

Aggregators based on tamperable objective metrics (wash trading)



Data collection
Scraping / API

● Aggregator services
(coinmarketcap, 
coingeko)

● directly from the
exchange services

10 target exchanges
(January 2022- May 2023)
40+
(October 2024 - today)

SimilarWeb COinMarketCap



Transaction features
Open High Low Close



Transaction features
Order book (ask/bids)



Transaction features
Trades



Suspect behaviour analysis sample



Tradable pairs
Traded pairs BTC-USD ETH-USD ADA-USD XRP-USD e ETH-BTC



Benford’s Law (“First Digit Law”)
Numbers starting with a certain digit decrease logarithmically as the digit 
increases

Average deviation on trade
value (price of the coin times the
amount traded)



Benford’s Law (“First Digit Law”)
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Round numbers bias
Student’s independent t-test

t-value: ratio of the difference 
between the sample means to the 
variance within the samples
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2.12 statistical threshold wrt null hypothesis



Pearson correlation
Number of trades - traded volume



Pearson correlation
Number of trades - traded volume



Trade times
Number of trades by timestamp during the day

Kraken

LBank



Our work

Beyond the “statistical” approach.

“On chain deanonymization” correlation.



Questions


